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Problem Statement




Spectrum Analyzer or Oscilloscope




Remaining Problems

Great hardware, goes up to 28GHz, 160MHz bandwith ©

In CROSSING, we do mobile device pairing and trust models, but...
« Mobile experiments - hard to move
 Distributed experiments - only one device

Working with students...
« Teaching with 30+ students - only one device...

« Students should be able to do some wireless hacking with hardware they can
afford after the course




Hardware Overview




USRP

« Simultaneous transmission and reception

« Many different models available, from 700€

« Even within one model, different daughterboards are available
« Most popular for research projects

« Requires flashing a Linux compatible image
(works with uhd-host 3.9.3-1 in Debian testing)

- What I brought today: :

. USRP N210 - 1810€ ——F " il ""” >
- — l
. SBX daughterboard - 495€ 22 = .. Jio iy
400MHz-4.4GHz frequency range, — it i 8 L’

40MHz bandwidth (=2 WiFi channels)
« Also see: uhd usrp probe -args addr=192.168.10.2




radlo badge / HackRF

HackRF Blue

« Open source hardware

« Receiver or transmitter

« 1MHz-6GHz, 20Msps (radlo: 1MHz-4GHz)
« 200€




Red Pitaya

 Provides open source applications
that run on the board:

« Oscilloscope
« Spectrum Analyzer

« Close to typical software defined
radio features, but more powerful

 Low frequency range: 0-50MHz
« 234€ on reichelt




DVB-T Sticks

« Receiver for 22MHz-2.2GHz, frequencies
vary depending on the actual model, ~2Msps

 From 7€

52 - 1100 Mhz, 1250 - 2200
MHz

Rafael Micro R820T 24 - 1766 MHz
; Rafael Micro R828D 24 - 1766 MHz
R = Fitipower FC0013 22 - 1100 MHz
Fitipower FC0012 22 — 948.6 MHz
FCI FC2580 146 - 308 MHz, 438 - 924 MHz

Elonics E4000

http://sdr.osmocom.org/trac/wiki/rtl-sdr
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http://sdr.osmocom.org/trac/wiki/rtl-sdr

rpitx

Cheap transmitter for Raspberry Pi (B, B+ and PI2)
Use GPIO pins + long wire as antenna

Low frequency signals: 130kHz-750MHz

35€

Many nerds already

have this hardware!
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Interesting Frequencies




Wavelength vs. Frequency
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http://upload.wikimedia.org/wikipedia/commons/7/71/Missing_fundamental_Fourier_series.png

Low Frequency (2200m)

Long wavelength requires
huge antennas
Transmitter for
,Deutschlandfunk™: 153
kHz (1960m wavelength)
is 363m high

http://de.wikipedia.org/wiki/Sender _Donebach

LF MF HF VHF UHF SHF

EHF
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http://de.wikipedia.org/wiki/Sender_Donebach

Medium Frequency (160m)

LF MF HF VHF UHF SHF EHF
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[
High Frequency
(80m, 40m, 30m, 20m, 17m, 15m, 12m, 10m)

« 80m, 40m, 20m used for long
distances in ham radio (DX)

« Transmissions from Europe to
USA or even Japan possible

LF MF HF VHF UHF SHF EHF
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Very High Frequency (6m, 2m)

« 2m and 70cm used for handheld
receivers

« Small sizes possilbe
« Relays required for longer distances
« FM radio stations: ca. 3m wavelength frx

~

fRX

https://www.flickr.com/photos/alexkerhead/3608747482

. LF  MF HE  VHF _UHF __ SHF __ EHF
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https://www.flickr.com/photos/alexkerhead/3608747482

Ultra High Frequency
(70cm, 23cm, 13cm)

e 12.5cm: 2.4GHz WLAN
e 900MHz and 1.8GHz GSM

LF MF HE ~ VHF [JUHF | SHF _ EHF
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Super High Frequency
(9cm, 6cm, 3cm, 1.2cm)

« 6cm: 5GHz WLAN

LF MF  HF  VHF [UHEIISHE | EHF
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Millimiter Wave (6mm, 4mm, 2.5mm, 2mm, 1.2mm)

« mmWave/60GHz WLAN
 Only a few meters range
« Walls etc. completely block the signal

« Typical application scenarios are indoor,
e.g. wireless docking stations

LF MF  HF  VHF [TUHET sHF  [NEREN
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Hardware Capabilities

HackRF One

GREAT SCOTT GADGEYS

RX&TX

RX&TX

RX
LF MF  HF vHF [TURET sHF NEREN
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Frequenznutzungsplan

Details, wer welche Frequenz mit welcher Betriebsart und mit welcher Leistung
nutzen darf, sind dem Frequenznutzungsplan der Bundesnetzagentur zu entnehmen.

http://www.bundesnetzagentur.de/DE/Sachgebiete/Telekommunikation/Unternehmen 1
nstitutionen/Frequenzen/Grundlagen/Frequenzplan/freqguenzplan-node.html
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Features

« Signal reception and capture
« Basic demodulation schemes, e.g. AM, FM, SSB
« Compatible to HackRF, rad1o, Red Pitaya, DVB-T sticks and more

« Typical application: check if signal reception is working, signal processing in external
software
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Demo

 Receive nearby FM radio stations (DVB-T, radlo)
« Check frequencies of GSM stations (DVB-T, USRP, rad1o)
« Check frequencies of WiFi access points (radlo, USRP)
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S
Listen to the radio

File Tools View Help

« German FM stations are : B i |
located between 87.5MHz and
108MHz

Receiver Options ]

- -823.000 kHz

Hardware freq: 99.030000 MHz
- Set demodulation to ,WFM sk ¥
Filter shape  Normal v
(Ste reO)“ Mode | WFM (mono) ot
. . 1
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GSM

Gaqrx - hackrf=0

« GSM downlink is located Eile Tools Yiew Help

between 925MHz and e 2N & &

960GHz (Germany) 9 47 849 O O 0 MHz 0 N )
« Set maximum sampling .48 dBFS

rate + bandwidth to find ‘
ARFCNs in use

|
M
1
I' 5 \ '
A
.,/,f?}.\“lr'\nb\,y oy WA i gu,t "‘"/"J AV, r,l _D emod 9449 000 kHz| l,\__‘,?\,».'_.\..,,'\..‘ A A N Jl,hr,-,.—\.'.“‘{-"-"w.,r“-'ft'l\"’f f“ l,"'-"‘x,




WiIFi

A bandwidth of 20MHz is required - does not work with DVB-T sticks!
Also, DVB-T sticks only go up to 2.2GHz...
We need to select a channel center frequency for WiFi sniffing:

1 2 3 4 5 6 7 8 9 10 11 12 13 14 Channel
2412 2417 2.422 2427 2432 2.437 2442 2447 2452 2457 2.462 2.467 2472 2.484 Center Frequency
(GHz)
' 22 MHz '

https://en.wikipedia.org/wiki/IEEE 802.11#/media/File:2.4 GHz Wi-Fi channels (802.11b,g WLAN).svQ
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https://en.wikipedia.org/wiki/IEEE_802.11/media/File:2.4_GHz_Wi-Fi_channels_(802.11b,g_WLAN).svg

Ggrx - hackrf=0

File Toels Wiew Help

O mBEE N =

-l00 -80 60 -40 - FFT Settings B =
2 3 4 1 2 . 0 0 0 0 0 0 MHZ FFT size | 4096 REW: 4.5 kHz

0 dBEFS

tate | 25 fps Owverlap: 0%
Tirme span | Auto Res: -5
Averaging
Pandapter =—
Peak
Ref. level
dB range =————

Zoom

2407 287 2408378 2400490 2410601 2411.71p 2412823 2413834 24165045 24181568 2417287 2. 378 2. O 2421712

Calor

FULL 71.06% |1.48 2016-04-11 16:41:00
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Demo
gnuradio
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Features

« Open source signal processing
 Many interesting projects available, e.g. GSM, Bluetooth, WiFi, TETRA
« Supports HackRF, radlo, USRP, ...

« Demo projects:
* gr-i1eee80211

* gr-gsm
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Fle Edit Wiew Run Tools

Help

gr-ieee802-11

Sample Rate

(- B -

X

b B

(O 5 MHz (O 10 MHz (3) 20 MHz

constellation

Options
101 wifi_m
Generste Options WX GUI

Variable
101 windaw_siz=

WX GUI Chooser
1D lo_offset
Label LO Offset
Default Walue 0
Choices 0, GM, 11M
Labalzi 0 MHz € MHz 11 MHa
Typer Drop Down

¥alue 48

Variable
1D syne_length
Walue 320

UHD: USRP Source
E Samp Rate [Spsh 20M

ChOi Center Freq [Ha)i 2.4120
ChOi Gain Walue 20

autocorrelation

. [ Persistence

Scope Plot
lAnalog Alpha: 0.0994

Delay
Delap 16

=
LTl ETET WX GUI Notebook
1D chan_est ID1 nb
o
2
Ce e Tab Orientation: Top
Chaicem 0, 1 e = s
Label=i LMS, Linear Comb RSS! constel.. camslation
Type Radio Buttans 15
1
05
2 o
(=)

-0.5
e

File Edt Wiew Go Capture Analyze

4dnm @ ®mh R G

| T

- Axes Options
XDiv

YfDiv

X Off:

++ [+ ]+

Y Off:

[ Autorange

. . Channel Options

Chll Ch?_l Trig )(Yl

. Channel X: Ch1l [V

-1
Channel Y: Ch 2 [V

| 15
Marker: Dot Med [V

| 2

-2 -15 -1 -0.5 (i} 05 1 15 2 <t
ch1 o
LO Offset:

Statistics  Telephony Wireless  Tools

T &8 S ERQA{E

Q @& = 5E

Help

| . | Apply a display filter ... <Ctrl

a '] Expression... +

K|

| Source

new mac frame (length 10)

fframe too short to parse (<20)

new mac frame {length 10}

fframe too short to parse (<20)

ar:log :INFO: ofdm_decode_signal0 - encoding: 4 - length: 14 - symbol
ar::log :INFO: ofdm_decode_macO - encoding: 4 - length: 14 - symbaols:

,,,,,,, IntelCar_f4:
IntelCor_F
IntelCor_f4:

Radiotap Hea
802.11 radio information
IEEE 802.11 Acknowledgement, Flags:
TypesSubtype: Acknowledgement (@
p Frame Control Field: @xd40@
000 0000 0008 OO0 = Duration:

4w

Destination
CiscoInc_43:
CiscoInc_43:
Ciscolnc_43
Ciscol

Ciscolnc_43:
CiscoInc_43:
Ciscolnc_43:

xB01d)

@ microseconds

Receiver address: Ciscolnc_43:94:¢0 (00:21:d8:43:94:c0)

Infa
QoS Mull function (Mo data), SN=0,
QoS Mull function (Mo data), S .
QoS Mull function (No data), SN=0,
Acknowledgement, Flags=........

QoS Mull function (Mo data), SMN=8,
Acknowledgement, Flags:
Acknowledgement, Flag
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gr-gsm

File Edt Wiew Go Capture Analyze Statistics Telephony Wireless Teols Help
ARFCN from gqgrx: BdeomI R QeEsEFEEQ]  »
94_7. 8MHZ [_. | gsmitap [X] =] '| Expression... +

Source [ estination Protocel Info £
_ 27.0.0.1 27.0.0.1 GSMTAP {CCCH) (RR
= 890MHZ + OZMHZ * 64‘ + 45MHZ |12?.a.a.1 127.0.0.1 GSMTAP (CCCH) (RR) Paging Request Type 1

127.8.0.1 127.0.08.1 GSMTAP (CCCH) (RR) Paging Request Type 1

177.9.08.1 127.8.8.1 GSMTAP {CCCH) (RR) Paging Request Type 1

177.9.0.1 127.8.8.1 GSMTAR {CCCH) (RR) Paging Request Type 3

127.8.0.1 127.8.8.1 GSMTAP {(CCCH) (RR) Paging Request Type 1

127.8.0.1 127.8.8.1 GSMTAP {CCCH) (RR) Paging Request Type 1 -

L [

rame 1: tes on wire its tes capture its) on interface

B F 1: 81 by i (648 bits), Bl by p d (648 bits) i f 2]
p Ethernet IT, Src: O0:00:00_00:00:00 (00:00:00:00:00:00), Dst: 00:00:00_00:00:08 (00:0@:¢

grgsm Capture —a 64 —C Output . gsm b Internet Protocol Version 4, Src: 127.0.8.1, Dst: 127.8.8.1

J— B User Datagram Protocol, Src Port: 43571 (43571), Dst Port: 4728 (4729)

b GEM TAP Header, ARFCH: @ (Downlink), TS: @, Channel: BCCH (@)
w» GSM CCCH - System Information Type 4

b LZ Pseudo Length

B .... 0110 = Protocol discriminator: Radio Resources Management messages (Bx08)
' ' Message Type: System Information Type 4
wlre Shark - k - f U.dp _Y gsmt ap —1 w Location Area Identification (LAI)
Location Area Identification (LAI) - 2E6Z/02/664
lo Mobile Country Code (MCC): Germany (262)

Mobile Metwork Code (MHC): Wodafone D2 GmbH (22)
Location Area Code (LAC): 0x0288 (G64)

Cell Selection Parameters

RACH Control Parameters

5I 4 Rest Octets

—rw

grgsm decode —-a 64 —-c output.gsm 1 '

0B 00 00 02 0 00 02 @ 00 00 20 00 @8 Q@ 45 @8 .. ... ... ..., E.
8 43 71 ae 49 00 42 11 ca f2 7Ff 00 QO Cq.@.@. ........
CEZO @@ @1 b2 B3 12 TO 00 2f fe 42 02 24 @1 @@ Q0 @2 ... .. v..f B
QEZ0 aZ 00 @@ 1f 82 93 01 @@ Q0 @0 31 06 lc ZEfupEse=dl ... ... P T
pa4a m 63 04 bDH 00 00 B2 0@ 43 Zb 2b 2Zb -E ..... CChttt++
aast 2b +
O ¥ Textitern (text), 5 bytes Packets: 4450 - Displayed: 4450 (100.0%) = Profile: Default
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Where to start?




Getting Started

« Get a rtl-sdr compatible DVB-T stick
« Connecting software defined radios to virtual machines can cause data loss!
« Some software might also run under Windows, but even harder to install...

« Use a Live CD, e.g. Kali Linux ©

« Demo today used:

« Debian testing packets with
gnuradio 3.7.9.1-2+bl

* gr-ieee802-11 and gr-gsm built from
github sources on April 11 2016
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