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MOTIVATION

Toollandschaft

B
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SCAPY EINFUHRUNG

Scapy Fakten m ransport Layer

Python basiert

Netzwerkpackete kénnen gebaut, versendet und

m Network layer

empfangen werden

Packete sind Uber mehrere Layer modifizierbar

Schnell und leicht eigene Packete erstellen

m Link layer

Cross Plattform
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Besonderheiten

Eigener Netzwerk Stack
-> |nterface Liste, routing table, usw.
-> Alles ist konfigurierbar
Interpretiert nicht, es dekodiert

Sudo Rechte werden benétigt

SCAPY

SCAPY EINFUHRUNG
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SCAPY EINFUHRUNG

pip install scapy git clone https://github.com/secdev/scapy.git
cd scapy

pip install.
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https://github.com/secdev/scapy.git

SCAPY EINFUHRUNG

Unterstltzte Protokolle

TCP . .
Application

Ethernet

"’ Transport

UDP

ICMP Internet

HTTP

Und viele mehr:)

This Photo by Unknown author is licensed under CC BY-SA.
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http://commons.wikimedia.org/wiki/File:Internet_Protocol_Analysis.png
https://creativecommons.org/licenses/by-sa/3.0/

Scapy

SCAPY EINFUHRUNG

$ sudo scapy
fusr/1lib/python3/dist-packages/scapy/layers/ipsec.py:469: CryptographyDeprecatio
cipher=algorithms.Blowfish,
Jusrflibfpython3/dist-packages/scapy/layers/ipsec.py:483: CryptographyDeprecatio
cipher=algorithms.CASTS,

using IPython 7.13.0
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SCAPY EINFUHRUNG

#Layer Prinzip

Ether()/IP()/TCP()

Ether(type=0x0800, dst="ff:ff ff:ff:fe:ee")
IP(src="192.168.178.2", dst="192.168.178.6")

TCP(dport=80, flags="S")
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SCAPY EINFUHRUNG

package=Ether(type=0x0800,
dst="ff:ff:ff:ff:fe:ee")/IP(src="192.168.178.2",
dst="192.168.178.6")/TCP(dport=80, flags="S")

package.show()
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DAS ERSTE PAKET

package=IP(src="192.168.178.1", dst="192.168.178.5")/TCP(dport=80)

send(package, iface="wlan0")

send(package, iface=

—

sent 1 packets.
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DAS ERSTE PAKET

IPv6()/ICMP(type=8, code=0) IPv6()/ICMPvEEchoRequest()
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SCAPY EINFUHRUNG

package=IP(src="192.168.178.1", dst="192.168.178.5")/TCP(dport=80)

#Layer3

send(package, iface="eth0")
#Layer?

sendp(package, iface="eth(")
#Send with answer

sr(package, iface="eth0")

SCAPY -
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Sniffing und Wireshark

),
Z
=
=y
Z
N




SNIFFING

send(IP(src="192.168.178.1")/ICMP(), count=4, iface="[0")
#Sniffing mit filter

sniff(filter="icmp and src 192.168.178.1", count=4, iface="10")

ount=<, iface= ).show()
echo-request @
echo-request ©
echo-request ©
echo-request ©

ICMP 192.168.178.1
ICMP 192.168.178.1

ICMP 192.168.178.1
ICMP 192.168.178.1

Vow v
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sniff(iface="eth0", filter="tcp and port 80", def test_function(x)

count="1", prn=test_function)

if x[TCP].dport == 80:
print("Portis 80")
else:
print("Portis wrong")

SCAPY - SPAB MIT NETZWERKPAKETEN

SNIFFING
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# Erstmal ein Packet erstellen ...

packets = IP(src="192.0.2.9", dst=Net("192.0.2.10/30"))/ICMP()

# Offnen mit Wireshark

wireshark(packets)

MNo. Time Source
1 6.000000 182.8
2 0.0 182.8
3 0.000000 192.8
4 GB.000000 182.8

wrpcap("temp.cap”,pkts)

Destination
1892.60.2.8
192.60.2.9
192.0.2.18
182.6.2.11

Protocol Length Info

ICHP
ICHP
ICMP
ICHP

28 Echo
28 Echo
28 Echo
28 Echo

(ping)
(ping)
(ping)
(ping)

SCAPY - SPAB MIT NETZWERKPAKETEN

request
request
request
request

id=exe000,
id=8xe000,
id=0x0000,
id=exe0eae,

SNIFFING

seq=0/0,
seq=0/0,
seq=0/0,
seq=0/0,

tt1=64 (no
tt1=64 (no
tt1=64 (no
tt1=64 (no

response .
response .
response .
response .

21



Interfaces

SCAPY - SPAB MIT NETZWERKPAKETEN

SNIFFING
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#Fuzz testing mit Paketen

send(IP(src="192.168.178.1")/fuzz(ICMP()), count=40, iface="10")

S, T, T S M e S S S S S S S S S S

/
/
/
/
/
/
/
/
/
/
/
/
/
/
/
/

192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1
192.168.178.1

VOOV OV Y N Y Y Y Y Y Y Y Y Y Y

ount=<0, iface=
150 12

150 12
echo-reply 172
echo-reply 172
46 247

46 247

29 103

29 163

226 198

226 198

177 134

177 134

64 43

64 43

107 113

107 113

).show()

SPAB MIT NETZWERKPAKETEN
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ADVANCED

Byte Injection
package = IP(len=RawVal(b"NotAnInteger"), src="127.0.0.1")
bytes(package)

b'H\x00ONotANnINt\x0f\xb3e N\ xO0\x0T\x00\x0 0@\ x0 0\x00\x00\x7f\x0 0\x00\xOT\x7F\Xx00\x00\xO \x00\x00'

Wireshark(package)

Mo. Time Source Destination Protocol Length Info
10.000000 101.114.8.1 0.0.64.0 32 Fragmented IP protocol (proto=DDX 116, off=29256, ID=7441)

b Frame 1: 32 bytes on wire (256 bits), 32 bytes captured (256 bits) on interface -, id @

8 0B d4e 6T 74 41 Ge 49 6Ge 74 1c 09 65 72 00 01 H-NotAnI nt--er--
000 40 00 00 00 cB ad8 b2 02 7F OO OO0 @1 00 @0 @ e
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Scapy in Pyhton Skript verwenden

INTEGRATION

SCAPY - SPAB MIT NETZWERKPAKETEN
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Anwendungen

Testenvon Firewall Regeln
Testen der Traffic Control

Applikationen testen

SCAPY
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BEISPIELE

29



BEISPIELE

Families Application Lay »r
Local
netdev Process
| inet,ip.ipve | Ip Layer B
- ‘ Input | outin '::_I“'p:'
Hook £Cisio oo
bridge " —
400: defragmentation Postrouting priorities
P -200: conntrack Lerm oz 100: SNAT
-100: DNAT v
Prerouting Forward Postrouting Bridge No
Hook Hook Hook vice

ry Local? No -

Bridge Layer m Yes
Bridge

Prerouting priorities
—_21}0: conntrax:k

‘|-Preruutlr|a
"| Bridge

Driver
TX path

ARP Layer

» Pt ARP Handler Output

i ' ' 19.12.2023 15:18
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https://wiki.nftables.org/wiki-nftables/index.php/Netfilter_hooks

Iptables —t nat —A OUTPUT —d 192.168.7.1/32 -0 eth(

Craft a fitting package:
pkt =

Send it:

s.setsockopt(socket. SOL_SOCKET, 25/ str("eth0"))
s.bind(("192.168.7.2', 0))

s.sendto(bytes(pkt), ("192.168.7.1", 0))

\ 4

BEISPIELE

— REDIRECT --to-ports 60001

Sniff for it:

sniff(iface="tapQ", filter="tcp and port 60001",
count="1", prn=packet3_check)

def packet3_check(x)
if x[TCP].dport == 60001:
print("accepted by FW")
else:
print("rejected by FW")
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BEISPIELE

FOSDEM Talk



https://fosdem.org/2024/schedule/event/fosdem-2024-2812-testing-iptables-firewall-rules-with-scapy/
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LUSAMMENFASSUNG

SCAPY SNIFFING

EINSTIEG PAKETE BAUEN INTEGRATION BEISPIELE

FUZZING

DATEN
HANDLING
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Neue/Eigene Protokolle hinzufigen
Eigene Tools entwickeln
Scapy mit Addons erweitern

Und noch vieles mehr )

SCAPY - SPAB MIT NETZWERKPAKETEN



WEITERFUHRENDE LINKS

Webseite

Usage

Oneliners

Figenes Protokoll hinzuflgen

Scapy Entwicklung

SCAPY - SPAB MIT NETZWERKPAKETEN 36


https://scapy.net/
https://scapy.readthedocs.io/en/latest/usage.html
https://scapy.readthedocs.io/en/latest/usage.html
https://scapy.readthedocs.io/en/latest/build_dissect.html
https://github.com/secdev/scapy

FRAGEN?

Michael Estner

michaelestner@web.de
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